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1. Begin your work by thoroughly exploring and collecting fundamental details
about the system in question. It’s critical to identify which operating system
is in use, understand the hardware configuration, review the currently
running processes, catalog all user accounts, and clarify what security
mechanisms are active. This comprehensive initial investigation, often
referred to as creating a system inventory, forms the foundation for any
further analysis or troubleshooting. Skipping this step is like navigating
without a map: you lose visibility into the environment’s normal state,

making it much harder to detect anomalies, diagnose problems, or accurately

assess the system’s overall security posture.
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This enumerates currently running user-mode processes
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Get-Process | Sort-Object CPU | select-Object 18 Mame, Id, CPU
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THIS FILTERS THE HIGEST USE TASK BEING USED BY THE CPU

2. Delving deeper, it's important to examine how individual applications

interact within the larger system framework. Most applications are

deliberately confined to operate in what’s known as User Mode—a restricted
execution environment designed to isolate regular programs from the critical
core of the operating system. By running applications in User Mode, the
system enforces boundaries, ensuring that these programs cannot directly
manipulate hardware resources, interfere with vital components like the
kernel, memory manager, or alter system-wide access permissions. This
containment not only protects the integrity of the OS but also limits the

potential damage that could be caused by faulty or malicious software.

3. The rationale behind separating User Mode and Kernel Mode is rooted in
both stability and security. The kernel and other core system services operate
in Kernel Mode, where they have unrestricted access to all system resources.
This privileged access is necessary for the kernel to manage hardware,
coordinate processes, and enforce security policies. However, if every

application were granted direct access to Kernel Mode, the system would
become highly unstable and vulnerable—routine application bugs could crash
the entire machine, files could be easily corrupted, and attackers would have

a direct avenue to compromise the system’s deepest layers.
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4. To enforce system security and stability, the operating system functions as

a strict gatekeeper between applications and critical system resources. When
a program needs to carry out a privileged action—such as accessing the disk,

changing system configurations, or interacting with protected memory—it
cannot do so directly. Instead, the request must be submitted through a

controlled mechanism called a system call. The kernel carefully inspects each

request, checks the application’s permissions, and evaluates the current
system state before deciding whether the operation is allowed. Only requests
that meet the defined security policies are executed. This controlled
mediation is a core principle of modern operating system design, as it
separates user-level processes from kernel-level authority, prevents

unauthorized or malicious actions, and maintains overall system reliability.
Set-ExecutionPolicy Restricted

When this command is run without administrative privileges, PowerShell

denies the request. This behavior demonstrates how the operating system

restricts sensitive configuration changes and requires elevated permissions,
reinforcing the role of the kernel as a gatekeeper that controls access to

critical system settings.

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose you to the security risks
the execution policy?

[Y] Yes [A] Yes to A1l [N] Mo [L] Mo to A1l [S] Suspend [?] Help (default is "N"):
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